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ABSTRACT: Security systems are getting more awareness and importance in last few years. For security reason RFID
technology is used for this work. RFID (radio frequency identification) is a technology that combines the use of
electromagnetic or electrostatic coupling in the radio frequency (RF) portion of the electromagnetic spectrum to
uniquely identify an object, animal, or person. A Multi-Layer Bank Security System is a system for conforming,
monitoring and controlling the security at bank locker rooms. This work includes, a door security system using the
RFID technology. A microcontroller (AT89S52) in this system which will have two ports, one port is used for the
RFID reader (EM-18) and the other one is for the GSM module (SIM900). There will be two levels of security in this
system which can be switched by the main user. In the first level, when the RFID card is scanned over the security
system box, the card will get detected and if the card is valid then the door will open. If the card is invalid then alarm
buzzer will turn on. In the second level if the card is detected, the main user will receive an OTP (one time password)
through GSM module (SIM900) and will have to press that OTP to open the door.
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I.INTRODUCTION

RFID application, standardization, and innovation are constantly changing. Adoption of RFID is still relatively new
and hence there are many features of the technology that are not well understood by the general people. Developments
in RFID technology continue to yield larger memory capacities, wider reading ranges, and faster processing. It’s highly
unlikely that the technology will ultimately replace bar code. The object of any RFID system is to carry data in suitable
transponders, known as tags, and to retrieve data, by machine-readable means, at a suitable time and place to satisfy
particular application need. Data within a tag may provide identification for an item in manufacture, goods in transit,
and a location, the identity of a vehicle, an animal or individual. A system requires, in addition to tags, a means of
reading or interrogating the tags and some means of communicating the data to a host computer or information
management system. A system will also include a facility for entering or programming data into the tags, if this is not
undertaken at source by the manufacturer. Quite often an antenna is distinguished as if it were a separate part of an
RFID system. Radio frequency identification (RFID) is a wireless technology; it can be used to develop the access
control system. The literature of this topic has revealed the use of this technology in the field of control and security
reasons. Farooq et al. has done analysis on RFID Based Security and Access Control System [8]. This paper reviews
the design of RFID based security and access control system for use in hostels inside the Punjab University premises.
Nehete et al. has done analysis on Door Lock Security systems [5]. This paper reviews that Door lock security systems
are classified based on technology used as a) Password based, b) Biometric based, ¢) GSM based, d) smart card based,
e) RFID based, f) Door phone based, g) Bluetooth based, h) Social networking sites based, i) OTP based, j) Motion
detector based, k) VB based, I) Combined system. Crime rate in India is increasing day by day which is the basic
motivation for designing the system. People are not safe now a day’s specially women. Even if there are so many
security systems, we are also trying to contribute, in providing security to the people. This work includes, a door
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security system using the RFID technology including a microcontroller (AT89S52) in this system which will have two
ports, one port is used for the RFID reader (EM-18) and the other one is for the GSM module (SIM900). When the
RFID card is scanned over the security system box, the card will get detected and if the card is valid then the door will
open. If the card is invalid then alarm buzzer will turn on. Again if the card is detected, the main user will receive an
OTP (one time password) through GSM module (SIM900) and will have to press that OTP to open the door.

11.SYSTEM DEVELOPMENT

The system is providing multiple securities with the help of RFID technology as well as GSM communication. If a user
places a valid RFID card near to the RFID reader (EM-18), the RFID reader (EM-18) generates an electromagnetic
field through which the RFID card gets powered. Every RFID card return a 12 character long string which consist of 10
character unique ID plus 2 section value. The RFID reader gives the card ID to the microcontroller with the help of
serial communication. Whenever the microcontroller read 12 character from the RFID reader it dumps the data in an
array of character ,after reading the 12 character, the program executing in the microcontroller compare the 1D with a
predefined set of card numbers. If the system reads any valid card, it displays the name of the user associated with the
specific card. After getting a valid card, the program executing in the microcontroller generate control signal to a motor
driver (L293D) .The system is designed in such a way that whenever the motor rotates, it powers up a mechanical
arrangement, it may be door or mechanical lock. This system has two limit switches. When the mechanical
arrangement hit the first sensor the motor will stop .Similarly another limit switch is used to monitor the limit for
closing the door. The motor driver can rotate the motor clockwise as well as anticlockwise .whenever the system is
accessed or tried to be accessed, the system sends a message to the registered mobile number (mobile number of the
owner) by providing the name of the person who has the valid card or it will send a message to inform unauthorised try
for accessing the system. The system is also having a second level security mechanism. If the user or the owner wish to
provide the card to a third person for emergency or inevitable situation, the owner can handover the card to any person
but at the time of providing the card to any person the owner has to send a message to a specified SIM number which is
connected with the device, the message is received by the microcontroller (AT89S52) and check for a valid command.
If the owner send a message like ’#otpmode*’, the system will automatically generate a onetime password and is
stored. The number is also transmitted to the owner in terms of SMS. If the system is set for OTP mode, it does not
allow accessing the system directly, rather after providing the card it will ask for the current OTP. The user has to enter
the OTP with the help of 4*4 matrix keypad. After entering the 4 digit OTP, the microcontroller compares the stored
OTP with the entered OTP. If both the numbers are matched it will allow accessing the system as well as sending a
message to the owner.

The system design of this scheme is divided into two parts: Hardware implementation and Software
implementation.

11.1 Hardware Architecture for Control Unit

It involves the details of the set design specifications. The hardware design consists of construction and
selection of system components as per the requirements and the details of subsystems that are required for the complete
implementation of the system.
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Fig. 1 Circuit diagram

Fig. 1 shows the circuit diagram of the unit. The heart of the system is a microcontroller (8 bit) AT89S52 .it is
responsible for monitoring and co-ordinating the RFID reader, GSM modem as well as 4*4 matrix keypad. The entire
system requires a regulated +5V except GSM modem and the DC motor. Hence we are using a voltage regulator
LM7805. The 7805 has 3 pins. Pinl is the input pin where we can give +5V to +18V regulated or unregulated power
supply (1amp). Pin2 is the ground pin and pin3 is the output pin. Irrespective of input voltage at pinl, the output
voltage will be regulated 5(+0.1V). To reduce any noise or ripple from the power supply two 100nF ceramic capacitors
are connected across pin 1 and 2 and 2 and 3 of 7805.

The AT89S52 is a 40 pin IC. Pin 40 is VVcc where we can give minimum 4V to 5.5V but typically 5V is provided.
Hence pin 40 is connected to pin 3 of 7805(in case of Proteus pin 40 and pin 20 is hidden hence they are not displayed
in the circuit diagram).
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Any microcontroller or microprocessor require clock source to fetch the instructions and execute it. Few
microcontroller families has internal oscillator but AT89S52 is not having any clock source, hence we have to use
external clock source. Pin 18 and pin 19 of AT89S52 is marked as XTAL2 and XTAL1 respectively. We can use
crystal oscillator, function generator, timer circuit or even another microcontroller but crystals are popular with
microcontroller as they are reliable, economical and easily available. According to datasheet AT89S52 can operate at 0-
33MHz but we have used 11.0592 MHz crystal only as in our project as we are using serial communication. The GSM
modem and RFID reader both work through serial communication, but at a time either we can connect with RFID
reader or we can connect with GSM modem. Hence a DPDT electromagnetic relay is used to changeover between
GSM modem and RFID reader. The pin 10 and pin 11 of AT89S52 i.e. the Rx and Tx pin is connected to the common
terminals of DPDT relay where one terminal is connected to Rx pin of GSM module and one terminal is connected to
the Tx pin of GSM module. Depending on the status of the relay either it will read from RFID card or it will
communicate through GSM modem. To display the status of the system and card holder we are using 16*2 LCD
modules. The module is having 16 pins. Pint 1 is ground. Pin 2 is Vcc which is connected to pin 3 of 7805. Pin 3 of
LCD is to provide the reference voltage to control the contrast of LCD. The RS, RW and EN pins i.e. pin 4, 5, 6 of the
LCD I connected to pins 39, 38, 37 of microcontroller i.e. P0.0, P0.1, P0.2 respectively. AT89S52 is having four ports
PO, P1, P2, and P3. The internal pull-up of port 1, 2 and 3 are activated but the internal pull up of port 0 is not activated,
hence we must have to use external pull-up if any I/O pin of poet Ois used. Therefore we are using three pull-up
resistances R2, R3, R4 of 10KQ each. Pin (7-14) of LCD is data bus through which we have to send data or command
to the LCD. In our circuit we are using port 1 of microcontroller to provide data and command to the LCD. Hence pin
(1-8) of microcontroller is connected to pin (7-14) of LCD. Pin 15 and pin 16 of LCD is not having any relation with
programming .it is just used to provide backlight of LCD. Hence it is not displayed in circuit diagram.
Pin 9 is reset pin. According to datasheet, if we provide high (+5V) at Pin 9 for two machine cycle (12*2=24 clock
pulse), the device will restart and for normal operation, Pin 9 must be pulled down. To create the reset circuit, we have
connected a 10kQ from Pin 9 to ground. A push to momentarily tactile switch is connected across Pin 9 and Vcc. pin
31 is EA. According to datasheet, if we have to use external memory, Pin 31 must be connected to ground, but to use
the internal program memory of AT89S52 (8k) Pin 31 must be connected to Vcc. As we are using internal flash
memory, Pin 31 is connected to Vcc.
As we have used a 4x4 matrix keypad to enter the OTP, we use a port which can provide all the 8bit for the matrix
keypad. Hence we have kept intact Pin 21 to Pin 28 of microcontroller only for 4x4 matrix keypad. To provide
controlling signal to the motor driver, we are using P0.6 and P0.7 (L293D).

A second unit of microcontroller is used in the circuit which is playing a vital role in operation of the circuit.
The second DPDT relay as well as send a status pulse to the first microcontroller unit to inform that it has received
message from the user (primarily to set the OTP mode). The program executing in first microcontroller continuously
monitor the status through P0.5 which is getting signal from the second microcontroller unit receive a signal (message)
from the GSM modem, it set P3.3 to low which is connected to P2.5 of microcontrollerl. In second unit, we are using
the minimal requirement, i.e., any external component are used, i.e., one crystal oscillator, two ceramic capacitor C6-
C7, and resistor and capacitor to create the reset circuit.

To controlling the relay, we cannot connect the I/0 pin of the microcontroller directly to relay as
microcontroller 1/0 pin can provide low voltage current which is not enough to drive a relay. Hence we are creating
two relay circuit based on NPN transistor 2N2222 Phillips.

11.2 Security Unit Software Development
The system software is implemented in C language and the developed code is edited, compiled with Keil
software. The flowchart of the algorithm is shown is Fig. 2. The sequential steps in the algorithm for the control unit
are as follows.
Start.
Initialize the display (LCD).
Read the card.
a) if valid go to step 5.
b) if not valid then go to step 12.
5. Check the MODE a) MODE not=OTP Then Go to Step 6.

el
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b) PASS read from keypad i) If PASS=OTP then go to step 6.
ii) If PASS=0OTP then go to step 17.
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Fig. 2 Flow Chart
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6. Rotate motor clockwise.

7. Check switches a) if switch1 is high then go to step 6.
b) if no then go to step 8.

8. Stop motor.

9. Wait for a while.

10. Rotate motor anticlockwise.

11. a) If switch2 is high then go to step 10.
b) If switch2 is low then display INVALID CARD.

12. Read SMS.

13. If SMS= OTP MODE.

14. Set MODE=0TP.

15. Generate OTP.

16. Send OTP to user and go to step 2.

17. Stop.

I11.RESULTS AND ANALYSIS

The security system unit has been tested in the laboratory. It is tested step by step,
When the system is turned on, the LCD displays

“Multi-layered security system

Developed by

Raktim J Gogoi

Hrishikesh Gogoi

Sneha Jhavar”.
After this the system displays “Show your card”. When the RFID is brought near the RFID reader (EM-18) which is
assigned to any authorised person, for example if the card holder’s name is Raktim J Gogoi who is an authorised person
then the LCD displays

“Welcome

Raktim J Gogoi”

And the microcontroller (AT89S52) will send a control signal to the motor driver (L293D) which will rotate
the motor in one direction. This rotation of the motor will move a mechanical arrangement attached to the door in order
to open or close it. We are providing a switch to manually rotate the motor in the opposite direction in order to close the
door.

If an invalid card is brought near the RFID reader (EM-18), the LCD will display

“Invalid Card
Access denied” and buzzer will turn on.

In the second level of security GSM module is used to communicate with the owner. In the OTP mode the
LCD first displays “Enter OTP”. After entering the correct OTP the LCD will display “Show your Card”. When the
RFID is brought near the RFID reader (EM-18) which is assigned to any authorised person, for example if the card
holder’s name is Raktim J Gogoi who is an authorised person then the LCD displays “Welcome
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Raktim J Gogoi” and the same process will continue. If incorrect OTP is typed then the system will again generate a
new OTP and send it to the registered mobile number (number of the owner) and the LCD will display “Enter OTP”.

Fig 3: Main Circuit

IV.CONCLUSIONS AND FUTURE WORK

The planning, design, implementation or execution of this work has successfully done in the laboratory. The

configuration of the various units into one unit to obtain the desired output of providing door security took the
application of the technical (and theoretical) initiative of the Engineering practice to execute. Thus this device has been
initiated to provide security by using the RFID technology which is implemented on the door. It allows only authorised
people to access the system. It is a demonstration model but it can be implemented in field for security purpose. It can
be modified by using biometry and other recognition system also.
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